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ABSTRACT Since the Ukraine blackout in 2015, coordinated cyber-physical attacks (CCPAs) have been
emerging and are used to mask line outages in the smart grid. In this paper, we investigate the features
of CCPAs and constitute the mathematic formulation with respect to topologies and electric parameters of
a power grid before and after attacks. With the objective of maximizing the number of overloaded lines,
a bilevel programming model is developed to describe the interaction between the adversary and the control
center. The most damaging CCPA can be determined by transforming the developed bilevel model to a
single mixed-integer linear programming problem using the Karush—-Kuhn—Tucker conditions. Based on
the features of the bilevel model, the countermeasure is expressed as a trilevel model with one leader and
multiple followers. The implicit enumeration-based searching strategy is proposed to solve the trilevel model
to identify the protected meters. Both the implementation of CCPAs and the effectiveness of the developed
countermeasure are verified on the modified IEEE 14-bus system.

INDEX TERMS Bilevel programming, coordinated cyber physical attacks (CCPAs), trilevel programming,

smart grid.
NOMENCLATURE Sd Load Sheddlng of bus d.
Sets and Indices: ;; 8 I?Utplﬂf(l)f genfelr.atorZ &
. ower flow of line /.
O/d Bus set/ bus index. ! .
. . ap Injected data to demand measurements.
G/g Generation set / generation index. .
.. . - . ar Injected data to power flow measurements.
L/l  Transmission line set / transmission line . . .
. 0r.1/8p.4 Indicators. If line [ or bus d is attacked, 6r ; =
index. ’ ’ . .
1 or 8p 4 = 1; otherwise, both are set to 0.
Variables: vL.1/Yp,a Indicators. If line / or bus d is protected,
yL1 = 1l or ypg = 1; otherwise, both are
2/z4 Received meter measurement vector of con- set to 0.
trol center before / after CCPAs. k; Indicators. If line [ overloads, k; = 1; other-
0 Systgm state vector. wise, k; = 0.
F/F, Received active power flow of control center W Lagrange multipliers associated with the
befor'e / after CCPA& power flow equation of line /.
G/G, Received generation output of control center Ad Lagrange multipliers associated with the
before / after CCPAs. power balance equation of load d.
D/D, Received load demand of control center Ko/Kg Lagrange multipliers associated with lower
before / after CCPAs. and upper bounds for output of generation g.
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w;/w;  Lagrange multipliers associated with lower
and upper bounds for power flow of line /.
a,/0g  Lagrange multipliers associated with lower
and upper bounds for load shedding of load d.
éﬁ/;g’? Additional binary variables associated with
the complementary slackness conditions for
the generation output constraints of generator
g.
Slg/éla Additional binary variables associated with
the complementary slackness conditions for
power flow constraints of line /.
Sg/fg Additional binary variables associated with
the complementary slackness conditions for
the load shedding of bus d.
Parameters:
H/H, Received measurement Jacobin matrix of
control center before / after CCPAs.
SF/SF, Received shifting factor matrix of control
center before / after CCPAs.
KD/KD, Received bus-load incidence matrix of con-
trol center before / after CCPAs.
KG/KG,  Received bus-generator incidence matrix of
control center before / after CCPAs.
Ny/N;/N,  Number of buses / transmission lines / gener-
ations.
T Maximum percentage of change for load
measurement attacks.
Cy/Csq Generation cost (in $/MWh) of generator g /
load shedding cost (in $/MWh) of bus d.
Buyva System MVA base.
y Threshold for lines whose flows are closed to
the rating.
X] Reactance of line /.
Dy Maximal demand for bus d.

Pglin / Pg™  Minimum / maximum output of generator g.

Fx Maximum power flow capacity of line /.

Agl Element of network incidence matrix. Ay is
equal to 1 if bus d is the sending bus of line /;
-1 if bus d is the receiving bus of line /; and
0 otherwise.

Ry/R, Defend cost / attack cost.

Other notations are defined in the text.

I. INTRODUCTION

Cyber security and structural vulnerability are increasingly
concerned issues in the smart grid [1]-[4], due to the wide
introduction of information communication technologies to
smart grid and intensive interconnection of regional power
networks. For the former, adversaries can attack power sys-
tems (e.g., the Israe’s Electric Authority was tampered by
computer virus in 2016 [5]) by leveraging software bugs,
failures, etc. For the latter, structure failures can seriously
affect the security of smart grid. Furthermore, the out-
age of transmission lines or substations may cause cas-
cading failures (e.g., the electrical blackout in Italy on
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September 28, 2003 [4]). Recently, a new type of cyber
attacks, namely coordinated cyber physical attacks (CCPAs),
is emerging due to the Ukraine blackout in 2015 [6].

Cyber security and structural vulnerability have been sep-
arately studied for a long time. In the area of cyber security,
confidentiality, integrity, and availability (the CIA triad) are
the basic high-level security objectives for the smart grid.
As it is still challenging to enumerate all possible cyber
attacks due to large-scale and complex structures of the
smart grid, many research efforts have been taken on cyber
attacks targeting the CIA [2]. For confidentiality attacks,
Ismail et al. [7] formulated the attacks as a non-cooperative
game and analyzed the behavior of one attacker and defender
in the Advanced Metering Infrastructure. Targeting the
integrity, false data injection attacks, which may lead to load
shedding [8] and line overload [9], were proposed based on
the traditional power system state estimation [10]. As the
distributed denial-of-service (DDoS) attack is one of the
most dangerous availability attacks, Ma et al. [11] modeled
the interaction between providers and attackers as a Markov
game to identify their optimal strategies.

Structural vulnerability analysis is also one of the most
concerned topics in the smart grid. Yan et al. [12] uti-
lized the Q-learning algorithm to identify grid vulnerability
under sequential attacks. Nezamoddini ef al. [13] developed
an optimization model to determine the optimal investment
decision for the resilient design of power systems against
physical attacks. Alam et al. [14] proposed a new algo-
rithm for multiple line outage identification using PMU
(Phasor Measurement Unit) with bad data. After the emer-
gency of complex network science [15], it is shown that
structural features (e.g., small-world and scale-free networks)
play a key role in the robustness of power grids [16]. For
example, by modeling a power grid and supervisory control
and data acquisition system as an interdependent network,
Buldyrev et al. [4] found that a broader degree distri-
bution increased the vulnerability of interdependent net-
works to random failures. Considering power flows in power
grids, Salmeron et al. [17] proposed a bilevel program-
ming model to identify critical system components under
terrorist threat. Furthermore, the defender-attacker-defender
model [18]-[20] is adopted to identify countermeasures.

Since line outages can be easily masked by cyber attacks,
CCPAs attract increasing attention after the Ukraine black-
out in 2015. It caused approximately 225,000 customers to
lose power across areas [6]. In this blackout, the ON/OFF
states of several circuit breakers are maliciously altered
(i.e., physical attacks). The modified KillDisk and DDoS
(i.e., cyber attacks) are coordinately used to erase the mas-
ter boot record and frustrate the call center. It is still an
open issue to model and defend against CCPAs in recent
years. It is shown that CCPAs can be successfully constructed
by exploiting RTU (Remote Terminal Unit) [21], [22] and
PMU [23], [24], even when attackers can not obtain com-
plete information of power systems [25], [26]. For example,
Li et al. [21] and Liu et al. [23] demonstrated that single
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and multiple line outages can be masked by disrupting the
PMU-based and RTU-based outage detections with false
data, respectively. Brown and Demarco [26] found that
attackers can cause system-wide unstable oscillations and
trips of generators by altering only local control characteris-
tics of customer loads. To better defend against CCPAs, mul-
tiple countermeasures have been proposed by researchers.
Li et al. [21] constructed a single level optimization model
to identify protected meters based on the single commod-
ity method. Deng et al. [24] shown that CCPAs could be
detected through known-secure PMUs and online tracking
of the power system equivalent impedance. Soltan et al. [27]
exploited linear algebra and graph theory to retrieve grid state
information following CCPAs. It should be noted that CCPAs
also exist in other cyber physical systems [28], [29]. However,
the aforementioned strategies do not consider the interac-
tion between defenders and adversaries. In addition, when
overloaded lines are triggered under abnormal conditions,
a cascading failure blackout may occur. Hence, the worst-
case scenario should be considered if adversaries aim at
maximizing the number of overloaded lines through CCPAs.

In the current research of CCPAs, physical attacks are
used to trip transmission lines. Simultaneously, undetectable
attacks [30] are exploited to mask physical attacks for fear
of being detected by power system state estimation. In this
paper, we use the multilevel programming to model CCPAs
and countermeasures. The major contributions of this paper
are summarized as follows:

1) A new concise formulation of CCPAs is proposed
based on measurements from the supervisory control and data
acquisition (SCADA) system.

2) A bilevel programming model is developed to describe
the interaction between the control center and adversaries
aiming at maximizing the number of overloaded transmission
lines. It is transformed to a single-level mixed-integer linear
programming problem by using Karush-Kuhn-Tucker (KKT)
conditions.

3) A trilevel programming model with one leader and
multiple followers is developed to defend against CCPAs.
The middle and lower levels of this model are transformed
to a single level model according to KKT conditions. Then
the implicit enumeration algorithm is utilized to identify
protected meters.

The remainder of this paper is organized as follows.
Section II describes undetectable attacks and the developed
CCPAs. Section III presets the bilevel programming model
for CCPAs. Section IV formulates the trilevel programming
model to identify protected meters. Section V presents and
analyzes the numerical results in the modified IEEE 14-bus
system. Relevant conclusions and future work are summa-
rized in Section VI.

Il. ATTACK MODEL

A. UNDETECTABLE ATTACKS

A power grid can be represented as an undirected graph
G = (V, E), where V and E represent the set of system buses
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and transmission lines connecting system buses, respectively.
In this paper, the widely used DC power flow model in
SCADA is adopted [31], where only active power injections
in buses and active power flows in lines are considered to
estimate bus phase angles. The DC power flow model follows
the linear relationship, given by:

z=H0+e, e~N(,ZX,) (1)
where z = (21,22, ,2m)! is composed of active power
flow and bus injection measurements from RTUs. § =
(01,602, ---,6,)" is composed of voltage phase angles at all

buses except the reference bus where the voltage phase angle
is represented as 0. The measurement Jacobin matrix H €
R™" relates to the power system topology and branch reac-
tance. e is the Gaussian measurement noise with a diagonal
covariance matrix X,. m and n represent the number of meter
measurements and state variables, respectively.

To detect bad data caused by random disturbances in the
communication medium, various algorithms (e.g., x>-test
method [31]) have been developed baseq on the measurement
residual vector defined as r = z — H@. For the DC power
flow model, analog measurements and topology information
can be tampered without being detected. It is assumed that
original measurements z can pass the bad measurement detec-
tion. The malicious measurements z4 = z + a can also
pass the bad measurement detection if the injected data a
into measurements is a linear combination of the column
vectors H, i.e., a = Hc, where a, named as a false data
injection attack (FDIA), is the malicious injected data into
measurements and ¢ is an arbitrary nonzero vector [10]. The
power grid topology is controlled by various switches and
line breakers with the ON/OFF status represented as binary
variables. If only ON/OFF statuses of switches and line
breakers are tampered, they can be easily detected by bad data
detection methods [31]. However, when ON/OFF statuses
and meter measurements are simultaneously tampered with
a well-matched formulation, the topology change cannot be
detected by the control center, presuming that the power
system operates normally. Without regard to the measurement
noise, the following formulation for topology status-based
undetectable attacks can be obtained and the attack frame-
work of CCPAs is shown in Fig. 1.

Definition I ([32, Definition 2.2]): An attack to modify G
to G4 with the attack vector a is considered to be undetectable
if z+a € Col(Hy) and Vz € Col (H), where H and H 4
are the measurement matrices for G and Gy, respectively,
Col (H) and Col (H,4) are the column space of H and Hy,
respectively.

B. COORDINATED CYBER PHYSICAL ATTACKS

When a power system operates normally, measurements
z received by the control center include the active power
flow F, generation output G, and load demand D. With-
out considering the measurement noise, measurements z are
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FIGURE 1. The attack framework of CCPAs.

satisfied by z = H@, which can also be formulated as:
F=SF xKG xG—-SF xKD xD )

When transmission lines are triggered by an adversary, it is
assumed that the reactances of attacked lines become infinite
to guarantee the topology integrity of the power system. Due
to the CCPAs, the control center will obtain false topology
statuses and measurements and presume that the system still
operates normally. Actual measurements z4 received by the
control center include the active power flow Fy4, generation
output G4, and load demand Dj4. In the absence of the mea-
surement noise, measurements z4 are satisfied by z4 = H 40,
which can also be formulated as:

F4y =SFjp x KGy x Gy — SF4 x KDy x Dy 3)

Without the mask of undetectable attacks, the attacked
lines can be directly detected [31]. If the adversary wants
to successfully break down the lines without being detected,
two conditions should be satisfied, i.e., changing the topology
statuses of failed lines from OFF to ON and tampering meter
measurements by injecting data ar and ap to measurements
FsandDy,ie.,F = Fp+arp and D = D4 +ap. Taking one
line tripped as an example, the equations KG = KGy4 and
KD = KDy hold. According to Definition 1, after injecting
ar and ap to measurements, Eq. (2) should still hold, given
by:

Fy+ap =SF x KG x G —SF x KD x (D4 +ap) (4)

Since generator output measurements cannot be attacked [8],
namely G = Gy, the following formulation can be obtained
based on (3) and (4):

ar = (SF — SF4) (KG -G —KD-D) —SF-KD -ap (5)
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FIGURE 2. Topology of the 4-bus power system before and after attacks.
Line connecting bus 1 and 2 is tripped by an adversary in (b).

Fig. 2 shows an example of one CCPA in a 4-bus power
system before and after attacks. Reactances of all transmis-
sion lines are set to 1. Bus 2 is chosen as the reference bus.
Fig. 2a shows the topology under the normal condition. It is
assumed that the transmission line connecting bus 1 and 2 is
triggered by an adversary shown in Fig. 2b. However, due to
the CCPA, the control center will presume that the system still
operates normally shown in Fig. 2a. Before attacks,

 0.75 0.25 0.5
025 —025 -0.5
SE=1_025 —075 —05]
| —025 025 -05
1 0 0 O
KD=|0 0 1 0],
0 0 0
and
0 0
KG=|[0 0
0 1
After attacks,
0 0 0
1 0 0
Ska=1_1 1
-1 0 -1

According to (5), the relations between ar and ap can be
identified.

Generally, the bus injection measurements of zero injec-
tion buses in the network cannot be attacked. Attacks that
cause load measurements to deviate far from their true val-
ues should be under suspicion. The complete formulation of
CCPAs on determined lines can be described as follows:

Zgi] apd =0—1tDg <apa <tDgq, VYd €O
ar = (SF —SF4) (KG -G — KD - D)
—SF-KD -ap 6)
where ap 4 is the dth element of ap. It is noted that the load

redistribution attack without triggering lines [8] is a special
category of the developed CCPAs.
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Adversary
Objective:maximize the number of overloaded lines
Constraints: cost and attack constraints

Adversary
Objective: (7)
Constraints: (8)-(16)

.S, (a..a,) v—b (P.s2) (a,.a,)

Control center
Objective: minimize operation cost and load loss |
Constraints: operation constraints (a) i

Control center
Objective: (17)
Constraints: (18)-(22)

FIGURE 3. Bilevel model for CCPAs.

Ill. BILEVEL MODEL FOR CCPAS AND THE SOLUTION
A. BILEVEL PROGRAMMING MODEL
When an adversary manipulates the topology statuses and
measurements, the control center would execute the false
security-constrained economic dispatch (SCED) using the
tampered topology statuses and measurements. As shown
in Fig. 3a, the interaction between the adversary and control
center can be constructed as a bilevel programming model.
The upper level represents the adversary’s action aiming at
maximizing the number of overloaded lines with cost and
attack constraints. The lower level represents the control
center’s response aiming at minimizing the operation cost and
load loss with operation constraints.

The bilevel programming model can be formulated as
follows.

max YN,k )
st. Y0 apa =0 (8)
—1tDg <apg <tDy4q, Vd €O )
ap=(SF — SF4) (KG -G—KD -D)—SF -KD - ap,
(10)
ap; =0 < 8p; =0, VielL (11)
apd =0 <= 6pg=0, VdeO (12)
S 8pa 23N 8k < Ra (13)
F/ = (SF4 -KG), P* — (SF, - KD), (D — S*) (14)
—VYFmax = F, F| = yFnax <= k1 =1 (15)
8F.1,8p,a, ki € {0, 1} (16)
[P, 53} = are min 0% CoPe + X0, CuSa (17)
s.t. F :BMVAl > Aaby. VieL (w) (18)
M ico
Z Pg—ZAlel+Sd:Dd+aD,d, Yd e O ()
g€Gy leL
(19)
PI < Py < PR Vg € G (K, ) 20)
— FMX <y <FMX il (w, o) 1)
0<S;<Djg+apgq, VYdecO (Qd’ ad) (22)

In this bilevel model shown in Fig. 3b, the attack model
is represented by the upper level problem (7)-(16) includ-
ing variables ar, ap, ki, 6r ., ép.q, and Fl’ The adver-
sary aims at maximizing the number of overloaded lines,
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as shown in (7). Constraints (8)—(10) ensure that the false
data can be injected to measurements without being detected.
Constraints (11)-(12) are the logical relationship between
the attack vector and used attack resources. Constraint (13)
represents the maximum attack resources exploited by the
adversary. Constraint (14) denotes the actual power flow F;
in line [ after attacks. Constraint (15) indicates whether the
line is overloaded or not. The SCED model of the control
center is represented by the lower level problem (17)-(22)
including variables Pg, Sq, F; and 6. The objective (17) is to
minimize both the generation operation cost and the load loss.
Constraints (18)—(22) are the operation conditions of power
systems. As can be seen, the lower level is parameterized in
terms of the upper-level decision variable ap. The upper level
is parameterized by the lower-level decision variables Py
and S7.

B. SOLUTION METHODOLOGY

In the logical constraint (11), the symbol ‘<<=’ represents
the necessary and sufficient conditions. If ar; = 0, then
dr,; = 0; and if 6p; = O, then ar; = 0. The constraint
can be linearized as follows:

ar,; < 0p M

ap, = —0p 1M

ap i+ (=M — )8, ;> —M
ari+ M +e)d; ;<M
8, +8,,—8r1=0
5}”1,827[ e {0, 1}

(23)

where M and ¢ are the sufficiently large and small positive
constants, respectively. 8;‘7 ; and 8,’:’ ; are auxiliary binary vari-
ables, respectively.

Similarly, the logical constraint (12) can be linearized by
increasing auxiliary binary variables 6}, ; and 8, ;, given by:

ap,a < dpaM

ap,d > —8p,aM

apa + (=M — )8 4 > —M
apa+ M +e)8), <M
8p.a+8pa—3pa=0

82)’(1, 823)01 € {0, 1}

(24)

For the logical constraint (15), if —yFpax > F l’ or
F| > yFnax, then k; = 1; and if k; = 1, then —y Fax >
F l/ or F/ > y Fmax. It can be linearized by increasing auxiliary
binary variables k; and k;’, given by:

F| — yFmax < Mkj — & (1 — k)
F| = yFmax = =M (1 — k})

F|+ yFmax = =Mk + ¢ (1 — k')
F/+yFmax <M (1 —k]')

k; = kl/ + kl//

ki, k' € {0, 1}

(25)

VOLUME 7, 2019



M. Tian et al.: Multilevel Programming-Based CCPAs and Countermeasures in Smart Grid

IEEE Access

If the objective and constraints in the lower level of a
bilevel programming model are linear and convex, a major
approach to solve the bilevel optimization is to merge the
upper and lower levels into one-single-level problem by
using either the KKT conditions or strong duality theorem.
Although the strong duality theorem is more efficient in some
physical attack problems for large systems [33], it is not
suitable for our proposed bilevel model. Since the upper-
level decision variables ap are continuous, the strong dual-
ity equality in strong duality theorem cannot be linearized.
The Benders decomposition method is also adopted to solve
bilevel problems [34]. However, the variables in the objec-
tive (7) are binary, which means that the partial derivative of
the objective (7) with respective to the objective (17) does
not exist. Hence, the KKT conditions are used to replace
the lower level (17)—(22) and the Fortuny-Amat and McCarl
method [35] is adopted to linearize the nonlinear comple-
mentary slackness conditions in KKT conditions. Finally,
the KKT conditions of the lower level are obtained as follows.

Y ieL XLIBMVAMIAdI =0,de0 (26)

Cy — hdlgeGy — kg +K3 =0, g € G (27)
—wi+ Y geo rala — w0, +@; =0, 1 € L (28)
Cod —ri—ay+0;=0,d € O (29)

kK, <Mé. g€ G (30)

PP <M(1-%).8€G (31)
K<MEt geG (32)
Pm%435M<Lfﬂ,geG (33)
w, <Mg* | €L (34)

Fi+FM™ <M(1-¢°),1€L (35)

W <ME’, 1 €L (36)
Wm—ﬂng—ngeL 37)

a, <MEf, d €O (38)
Se<M(1-£5),de0 (39)

a, <ME;, d €0 (40)
Di+apg—Ss<M(1-£;).deO0 (41)
E+E <1, geG (42
g°+E°<1,lelL (43)
Er+E5<1,deO0 (44)

e €5 6060 608 € (0,1} (49)
gg,Eg,Ql,@,gd,Ed >0 (46)

where G, is the set of generators connecting to bus d.
Constraints (26)—(29) are the dual feasibility constraints.
Constraints (30)—(44) express the complementary slack-
ness conditions. Note that all the constraints are linear.
Considering the primary feasibility conditions (18)—(22),
the bilevel optimization can be transformed to a single-level
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mixed-integer linear programming problem as follows.

max Z;\;’l k
s.t. (8) — (10), (13), (14) 47)
(16), (18) — (46)

It should be noted that the solution of a bilevel problem
can not be directly obtained by KKT conditions. Because
the KKT conditions are not computing methods but equiv-
alence conditions for the bilevel and single-level prob-
lems. The most computationally expensive operation in the
procedure is to solve the single-level mixed-integer lin-
ear programming problem to optimality. In our implemen-
tation, the single-level mixed-integer linear programming
problem is solved through the solver Cplex. The algo-
rithm complexity is dependent on the computing method in
Cplex. Although KKT conditions add more variables, they
do not change the complexity of the computing method
in Cplex.

IV. TRILEVEL MODEL FOR COUNTERMEASURE AND

THE SOLUTION METHODOLOGY

A. TRILEVEL MODEL

In this paper, the protected bus d and line / are represented
by binary variables yp 4 and yr;, respectively. If a meter
on bus d is protected, it can be expressed as ypg = 1;
otherwise, yp 4 = 0. If a meter on line / is protected, it can
be expressed as yr.; = 1; otherwise, yr; = 0. Considering
the limitation of defend cost R, the following formulation
should be satisfied:

Zﬁil ¥D.d + vazll Y1 <Ry (48)

Moreover, if lines and buses are protected, corresponding
meters cannot be attacked and can be described as:

VleL
YDd+0pa =<1, VdeO

The developed bilevel model for CCPAs can identify the
most damaging attack corresponding to a determined line /.
If the defender of the power system wants to defend against
CCPAs associated with all lines, the defender has to conflict
with N; non-cooperative adversaries, which can be modeled
as a trilevel model with one leader and multiple followers
shown in Fig. 4a. The upper level in the blue block represents
the defender’s countermeasure. The middle level in the yel-
low block represents the actions of N; adversaries. The lower
level in the green block is the SCED model of the control
center.

The proposed bilevel model (7)-(22) for a determined
attacked line / can be abstracted as:

L1 +8F <1,
s (49)

max F (k) (50

v,

s.t.G(x/,y, k) <0 (5D
H (xf.y.k) =0 (52)
k € {0, 1} (33)
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[ *| Defender [ *| Defender
Objective: (57)

Constraints: (58)-(60)
E (Pous7ui

#1 Adversary
Objective: (61)
Constraints: (62)-(64)

(.57 (ar.a,,
Control center

Objective: (63)
Constraints: (66), (67)

ky (7o3721)

L1 #N: Adversary e L1 #N: Adversary e—1
Objecti the n lines Objective: (61)
| Constraints: (62)-(64) —

the
> Constraints: cost and attack

(#.50) @) | (ms) (0,0..)

Control center
Objective: minimize operation cost and load loss [¢———
Constraints: operation constraints

Control center
Objective: (65) f—
Constraints: (66), (67)

FIGURE 4. Trilevel model for countermeasures.

X[ = arg min f; (x) (54)
s.t. g1 (x,y, k) <0 (55)
hy (x,y,k) =0 (56)

where x and y are the continuous variables in the upper
and lower levels, respectively, k is the binary variable in
the upper level. Egs. (50) and (54) represent the adversary’s
and control center’s objectives, respectively. Constraints (51)
and (55) represent the inequality constraints in the upper and
lower levels, respectively. Constraints (52) and (56) denote
the equality constraints in the upper and lower levels, respec-
tively. According to the definition of the model with one
leader and multiple followers [36], the formulation of the
trilevel model in Fig. 4a can be expressed as:

min M, F¥ (871, 8p.4) (57)
st Y0 vpa+ XN via < Ry (58)
yLi+dér1 <1, VleL (59)
Yp.d +0pa <1, Vde€O (60)
F} (8F,1,8p.q) = arg n;}lz]lcx Fi (87.1.8p.d) s
i=1,---,N ’ ©61)
s.t. Gi (x*,y,8F,1,8p.a) <0 (62)
H; (x*,y,8F.1.8p.4) =0 (63)
8r.1,8p.a €1{0,1} (64)
x* = arg min f; (x) (65)
st gi(x,y) <0 (66)
hi(x,y) = 0 67)

where the defender and adversary have conflicting objectives
shownin (57) and (61). The defender allocates R, resources to
minimize the number of overloaded lines, while the adversary
has the opposite goal. As shown in Fig. 4b, the defend
problem is represented by the upper level (57)—(60). Con-
straint (58) is the defend cost limitation. Constraints (59)
and (60) determine meters that could be attacked by the adver-
sary. The middle level (61)-(64) and lower level (65)—-(67)
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Algorithm 1 IE-Based Searching Strategy

1 Initialize: P < &, 1 < &,1 < 1,andi < 0

2 while ! < N; do

3 Solve bilevel problem (61)—(67) corresponding to
line / and obtain the set of injected meters S;
composed of ér ; and dp 4.

4 if bilevel problem (61)—(67) is feasible then
5 ‘ I=1US¢S;

6 else

7 ‘ finish this loop and start the next loop.

8

9

end
end

10 Count the number of bilevel models containing a
specific meter in the set I and denote the meter with the
largest number as k.

11 if multiple meters with the largest number then

12 | randomly select one: P < k

13 end

“i<—i+l1l

15 if the k-th meter represents bus then

16 ‘ add the cut dp x < O to the bilevel model (61)—(67).

17 else

18 ‘ add the cut 6 x < 0 to the bilevel model (61)-(67).

19 end

20 Check the defend resources R):

21 if i < R, then

22 | return to the step in Line 2-9.

23 else

24 ‘ exit and return the set of protected meters P.

25 end

represent the adversary’s action and control center’s
SCED model. Both of them are the same as the bilevel
model (7)—(22). Note that there is one upper model (57)—(60)
and N; bilevel models (61)—(67) for the trilevel model.

B. SOLUTION METHODOLOGY

Based on the aforementioned solution methodology in
Section II1-B, the trilevel model (57)—(67) can be transformed
to a bilevel model by using KKT conditions to replace the
lower level. However, the transformed bilevel model is an
NP-hard problem, though there are only binary variables
yr, and yp 4 in the upper level. Since the column-and-
constraint generation method (C&CG method) was proposed
in [37], it has become the mainstream method to solve trilevel
problems. However, it requires that the lower-level problem
includes both upper-level and middle-level variables [20].
In the proposed trilevel model, the variables yp 4 and yi
in the upper-level problem do not exist in the lower-level
problem. Hence, the C&CG method is not suitable to solve
the proposed trilevel model in this paper. To identify protected
meters, the implicit enumeration (IE) algorithm is used based
on the Observation 1 in the bilevel model of the r-interdiction
median problem with fortification [38].
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FIGURE 5. IEEE 14-bus System.

Observation 1: Let I be the set of R, interdictions in
the optimal solution to the lower-level interdiction problem
without fortification. Then the optimal set of R), fortifications
selected by the leader must include at least one of the R,
facilities in I.

It can be easily explained that if none of meters in the
R, interdictions are protected, it is still possible to interdict
the measurements in the worst-case vector I. If there are no
solutions for the bilevel model (61)—(67) corresponding to
a determined line /, it means that the line [ is either well
protected or impossibly attacked by CCPAs under R, attack
resources. The IE-based searching strategy is illustrated in
Algorithm 1. An upper bound of the number of bilevel models
which are solved by the algorithm is provided in the following
proposition.

Proposition: The IE-based searching strategy solves at
most N; + [(N; - R)®*t!1 — Ny - R,1/(N; - Ry — 1) bilevel
problems in the worst case.

Proof: See Appendix.

Actually, the number of bilevel problems that should be
solved is less than N; + [(N; - R)® 1 — N, ‘Ry]/(N;-R;—1).
Because some measurements may appear serval times in the
set A/l.. Another reason is that some lines have been protected.
Hence, the number of alternative measurements in set A]i is
less than NV; - R,.

V. CASE STUDIES AND RESULTS

In this section, the implementation of CCPAs and the effec-
tiveness of the proposed countermeasures are demonstrated
by using the modified IEEE 14-bus system [8] shown
in Fig. 5. The system is fully measured with m=54 measure-
ments in total. The transmission capacity of line L1 is set to
160 MW and capacities of other lines are set to 60 MW [8].
Generator parameters are shown in Table 1. Other configu-
rations of this system are obtained from the MATPOWER
package [39]. The indices of transmission lines in the mod-
ified IEEE 14-bus system are adopted in accordance with
the original IEEE 14-bus system in MATPOWER, e.g., line
L1 connects bus 1 and 2. Meters with number 1-14 are set
on buses, and others with number 15-54 are set on lines.
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TABLE 1. Generator parameters.

Index Bus Pmax (MW) Pmin (MW) Cg($/MWh)
1 1 300 0 20
2 2 50 0 30
3 3 30 0 40
4 6 50 0 50
5 8 20 0 35

TABLE 2. Simulation results in the uncongested scenario.

Overloaded lines under CCPAs

AL M, PA 75 20 15
075 27 7 7 7
2 1 1345 1345 1345 /
31 2467 24567 24567  /
4079 2357 2357 2357 /
5060 234 23,4 234 /
6 034 3 123 23 /
7 083 34 / / /
8 026 23 23 23 /
9 02 23 23 23 23
10 064 23715 / / /
1007 23 23 23 23
2 012 23 23 23 23
13 027 23 23 23 23
14 033 23 23 23 23
15 060 23 / / /
16 014 23 23 23 /
17019 23 23 23 /
18 001 23 23 23 23
19 002 23 23 23 23

20 006 23 23 23 23

Without loss of generality, the parameter y is set to 0.95. The
CPLEX solver is used to solve the bilevel and trilevel models
in MATLAB R2017a platform.

A. SOLUTION OF THE BILEVEL MODEL

Two scenarios are performed on the modified IEEE 14-bus
system: one with original rating representing an uncongested
system and the other one with reduced rating representing a
congested system. The congested system is modeled with all
branch ratings decreased by 50%. In both cases, the attack
resource R, is set as 25, 20, and 15, respectively. To indicate
the power flow margin of line /, the fraction M; for line [ is
defined as M; = |F]| /Fuax.

Table 2 and Table 3 show the simulation results in the
uncongested and congested systems, respectively. In the
tables, AL represents indices of attacked lines, and PA rep-
resents indices of overloaded lines only caused by physical
attacks (i.e., tripping a line). In Table 2 and Table 3, due to
the limitation of attack resource and the system structure,
the most damaging attacks may not exist for some lines
(e.g.,L1). Itis observed that when attack resources of CCPAs
are large enough (e.g., R,=25), the most damaging attack
is to trip line L3. Tripping line L3 makes 5 lines (i.e., L2,
L4, L5, L6, and L7) and 6 lines (i.e., L2, L4, L5, L6, L7,
and L15) overloaded in the uncongested and congested sce-
narios, respectively. It is also found that the adversary tends to
make transmission lines with larger fraction M; overloaded in
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TABLE 3. Simulation results in the congested scenario.

Overloaded lines under CCPAs

AL M, PA 75 20 15
06 37 7 7 7
21 134515 134515 134515 /
31 24567 2456715 2456715 /
409 235705 235715 235715 /

5 071 23415 23415 234,15 /

6 019 235 24715 23715 24715
71 34 / / /

8 031 23 2347 23,7 237
9 032 2315 234715 234705 23715
10 045 234715 2347815 / /

11 035 234715 234715 23 /
12027 23705 234715 24715 23715
13 064 23715 234715 23715 23715
14 067 23715 234715 234715 234715
15 098 23 / / /

16 007 23715 234715 2347 24715
17 024 23 23,47 23,7 237
18 023 23705 234715 23715 23,15
19 007 23715 2347 2347 247,15
20 026 23715 234715 24705 24715

the most damaging attacks. For instance, when the line L3 is
tripped in the uncongested scenario with R,=25, the M; of
overloaded lines L2, L4, L5, L6, and L7 are 1, 0.79, 0.60,
0.34, and 0.83, respectively, which rank high in all lines.

In both uncongested and congested scenarios, it can be
observed that the most damaging attacks are dependent on
attack resources. When attack resources are relatively small,
the number of tripped lines caused by CCPAs is decreased.
For example, when L2 is attacked in Table 3, there are
5 overloaded lines given attack resources 25 and 20, respec-
tively. While tripping the line L2 cannot be masked by cyber
attacks when attack resource is 15. It means that an adversary
can damage a power system with available attack resources.
Comparing the uncongested and congested scenarios, it is
found that the congested power grid is more vulnerable than
the uncongested one given the same attack resources. For
example, when L12 is attacked, there are 5 overloaded lines
(i.e., L2, L3, L4, L7, and L15) in the congested scenario,
while the number of overloaded lines is 2 (i.e., L2, and L3)
in the uncongested scenario. Because reducing ratings of all
lines decreases their margins and correspondingly creates a
more stressful system. Thus, the most damaging CCPAs are
significantly dependent on attack resources and the rating of
lines.

Furthermore, Fig. 6 and Fig. 7 show the distributions
of injected powers (i.e., ap) to all loads with respect to
tripping each line in uncongested and congested scenarios
with R,=25, respectively. In both scenarios, we can find
that loads are redistributed by CCPAs according to injecting
false data ap to measurements. Taking the worst case as an
example, when line L3 is tripped in the uncongested scenario,
the injected powers in buses 2, 3, 4, 5, and 6 are 10.85 MW,
—2.57 MW, 0.73 MW, —3.8 MW, and —5.21 MW as shown
in Fig. 6, respectively. It means that the loads in buses 3, 5,
and 6 are transferred to buses 2 and 4. Surprisingly, when
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FIGURE 6. Distribution of injected powers in the uncongested scenario.
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FIGURE 7. Distribution of injected powers in the congested scenario.

Table 2 is recalled, it is noted that most ends of overloaded
lines are affected by the malicious injected false data. For
example, the affected ends of overloaded lines L2 (connecting
buses 1 and 5), L4 (connecting buses 2 and 4), L5 (connecting
buses 2 and 5), L6 (connecting buses 3 and 4), and L7 (con-
necting buses 4 and 5) are 2, 3, 4, 5, and 6, which are attacked.
This phenomenon can also be observed in the congested
scenario in Fig. 7. When line L3 is attacked in the congested
scenario, the false data 10.85 MW, 4.8 MW, —12.22 MW, and
—3.43 MW are injected to the measurements in buses 2, 3, 4,
and 6, which are the ends of overloaded lines (i.e., L2, L4,
L5, L6, L7, and L15) shown in Table 3. Hence, by injecting
false data into the measurements in buses, CCPAs can make
the lines connecting these buses overloaded.

Finally, we compare the results caused by physical attacks
and CCPAs. The load shedding for the congested scenario
corresponding to different R, is shown in Fig. 8. In Table 2
and Table 3, it is shown that the numbers of overloaded
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FIGURE 8. Distribution of load shedding in the congested system.

lines caused by physical attacks and CCPAs are almost the
same. However, different from the physical attacks, CCPAs
can directly cause load shedding, especially when the sys-
tem is congested. Taking R,=25 in Table 3 as an example,
the number of overloaded lines caused by physical attacks is
5 (i.e., L2, L4, L5, L6, and L7) corresponding to triggering
line L3, while it is 6 (i.e., L2, L4, L5, L6, L7, and L15)
for CCPAs. There is no load shedding only with physical
attacks, while the load shedding is 36.40 MW with CCPAs
corresponding to triggering line L3 shown in Fig. 8. Because
the power flow in all transmission lines can be balanced by the
automatic generation control (AGC) without load shedding in
the first step when only physical attacks trip lines [40]. How-
ever, the control center may dispatch normally since physical
attacks are well masked by CCPAs. This phenomenon can
lead to the overload of some lines and significant load shed-
ding. When any reasonable actions for attacks are not taken
in time, cascading failures may occur.

B. COUNTERMEASURES

The proposed countermeasures are testified in the modified
IEEE 14-bus system under the uncongested scenario with
R,=25.

Firstly, we make an explanation to identify a protected
meter in each iteration of Algorithm 1. In the first step without
any protection, the number of meters which are parts of solu-
tions of different bilevel programming models corresponding
to triggering different lines is shown in Fig. 9. Meters 1-34 are
shown for the sake of comparison. It can be observed that the
solutions of 12 bilevel models contain meter 4. According to
Observation 1, if the meter 4 is protected, it can affect as many
as 12 bilevel models. However, there are no bilevel models,
whose solutions contain meters 1, 7, 8, and 28. It means
that CCPAs do not inject false data into measurements in
meters 1, 7, 8, and 28, when different lines are triggered.
Thus, it is unnecessary to protect them in the first step. Hence,
our proposed method is to protect the meter, which appears
most frequently in the solutions of bilevel models in each step.

The solution process is shown in Table 4. The sec-
ond column shows protected meters. The third and fourth
columns are the total number of tampered measurements
and overloaded lines, respectively. In the first iteration, there
are no protected meters. The total numbers of tampered
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FIGURE 9. Number of bilevel models, where solutions contain an specific
measurement.

TABLE 4. Countermeasures for IEEE 14-Bus system.

Iteration Protected Meters Total Number of Ovc?rload
Tampered measurements Lines
1 / 205 71
2 4 157 38
3 4.6 149 32
4 4,6,9 117 20
5 4,6,9,14 94 15
6 4,6,9,14,24 7 2
7 4,6,9,14,24,30 37 6
8 4,6,9,14,24,30,26 30 6
9 4,6,9,14,24,30,26,25 9 2
10 4,6,9,14,24,30,26,25,5 0 0

Stage |

Stage 3
FIGURE 10. Tree for IE-based searching strategy.

measurements and overloaded lines are 205 and 41, respec-
tively. In the second iteration, meter 4 is protected. The
total numbers of tampered measurements and overloaded
lines decrease to 157 and 38, respectively. After 9 iterations,
the protected meters are 4, 6, 9, 14, 24, 30, 26, 25, and 5.
The total numbers of tampered measurements and overloaded
lines are zero. It means that the minimum number of protected
meters is 9, including meters in buses 4, 5, 6, 9, 14 and meters
in lines 24, 25, 26, 30. At this time, the adversary cannot
attack the power system by using CCPAs.

The developed countermeasures are compared with the
complete protection strategies, which are also used to defend
against CCPAs in [21]. The complete protection strategies
are based on the single commodity method, which needs to
guarantee the connectivity of power systems. This method is
independent with electric parameters (e.g., capacities of lines
and reactance), since it only needs the topology information
and the distribution of buses without loads. The results of the
complete protection strategies in Table 7 are directly used
for comparison [21]. It is found that the complete protec-
tion strategies contain 15 protected meters. However, only
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9 meters are needed for the developed countermeasures in this
paper. The reason is that the process to obtain protected mea-
surements in [21] is static, but ours is dynamic. Because iter-
ations are adopted to identify protected measurements in our
proposed countermeasures. From the dynamical perspective,
some measurements need not be protected. Because they are
not contained in solutions of bilevel models in our proposed
method, when some other measurements are protected. For
example, meter 15 (line L1 connecting bus 1 and 2) should
be protected in the plan 2 shown in Table VII [21]. In Fig. 9,
meter 15 is contained in solutions of 6 bilevel models corre-
sponding to line L2, L3, L4, L5, L14, and L16, when there
are no protected meters. However, when meters in buses 4,
5, 6, 9, 14 and meters in lines 24, 25, 26, 30 are protected,
the meter 15 is not contained by any solutions of all bilevel
models. This is because all the bilevel models are infeasible.
Thus, the effectiveness of our developed countermeasures is
well verified.

VI. CONCLUSION

In this paper, the formulation describing the relationship
between the injected data into measurements and parameters
(i.e., topology and reactance) of a power system under CCPAs
is first constructed. A bilevel programming model is built to
find the most damaging attack corresponding to a specific
transmission line. The KKT conditions are used to transform
the bilevel model to a single mixed-integer linear program-
ming problem. To defend against CCPAs, a trilevel program-
ming model is developed to identify protected measurements.
The IE-based searching strategy is used to solve the trilevel
model. The implementation of the developed CCPAs and
the effectiveness of the countermeasures are verified in the
modified IEEE 14-bus system. The future work is to ana-
lyze CCPAs in more sophisticated environments, such as
measurements full of noise and AC power flow. Also, some
efficient algorithms are needed to quickly identify protected
measurements in the future.

APPENDIX

PROOF OF PROPOSITION

According to [38], the IE-based searching strategy can be
formulated as a tree shown in Fig. 10. Both the green and blue
nodes represent the points where bilevel problems are solved.
yik represents the ith measurement that should be protected
in stage k. Aé represents the attacked measurement set in
stage j after measurement yik is protected. In the worst case,
there are N; - R, attacked measurements in the set Aé in each
stage. It is easy to see that the enumeration tree built in this
fashion has as many levels as the number of defend cost R,
i.e., the depth of the tree is R),. In the first stage, N; bilevel
optimizations have to be solved. In the second stage, N; - R,
bilevel optimizations have to be solved. The process will be
iterated until the number of stages becomes R, + 1. Finally,
the sum of bilevel optimizations that have to be solved is
N;+N;-Ry+(Nj-Ro)*+. . .+(N;-R,)Rr, which is equivalent
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to N; 4+ [(N; - R)®»*t1 —N; - R,1/(N; - R, — 1). Hence, the IE-
based searching strategy solves at most N; + [(IV; CR)RHL —
N; - Ry]1/(N; - R, — 1) bilevel problems in the worst case.
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